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Appendix A

Indicative Alert Indicators for Branches

S. No. Alert Indicator = Indicative Rule / Scenario
1 CV1.1 - Customer left without | « Customer did not open account after being
opening account nformed about KYC requirements
2 CV2.1 - Customer offered faise or tification documents or
1 | forged identification documents o be counlerfeited
zhered or inaccurate
3 CVv2.2 - Identity documents are | o T:eniity documents presented are not verifiable i.e.
not verifiable Foreign documents etc.
4 CV3.1 - Address found to be non | « Address provided by the customer is found to be
existent non existent
5 CV3.2 - Address found to be | s Customer not staying at address provided during
wrong account opening
[ © Cv4.1 - Difficult to identify E Customer uses complex legal structures or where
1 beneficial owner | itis difficult to identify the beneficial owner
? 7 | LQ1.1 - Customer is being e Customer has been the subject of inquiry from any
. investigated for criminal offences law enforcement agency relating to criminal
i offences
| 8 LQ2.1 - Customer is being |« Customer has been the subject of ingquiry from any
nvestigaled for TF offences law enforcement agency relating to TF or terrorist
; activities
| 9 MR1.1 - Adverse media report | « Match of customer details with persons reported in
about criminal activities of local media / open source for criminal offences
customer
10 MRZ2.1 - Adverse media report e Match of customer details with persons reported in
' about TF or terrorist activities of | local media / open source for terrorism or terrorist
customer i financing related activities
11 El1.1 - Customer did not complete | ¢ Customer did not complete transaction after
transaction queries such source of funds etc.
12 "E12.1 - Customer is nervous + Customer is hurried or nervous
13 £12.2 - Customer is over cautious | « Customer over cautious in explaining genuineness
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S. No.

K

) 5123 §

Agrt—ln dicator

Customer

Indicative Rule / Scenario

provides | e Customer changes the mformatnonm
mconsrstent information more detailed information is requested.
e Customer provides information that seems
minimal, possibly false or inconsistent.
15 EI3.1 - Customer acting on behalf | « Customer has vague knowledge about amount of
of a third party money invoived in the transaction.
e Customer taking instructions for conducting
transactions
¢ Customer is accompanied by unrelated individuals.
16 El3.2 - Multiple customers working | « Multiple customers arrive together but pretend to
as a group ignore each other
17 El4.1 - Customer avoiding nearer | « Customer travels unexplained distances 1o conduct
| branches transactions
18 El4.2 - Customer offers different | « Customer offers different identifications on difierent
identifications on different occasions with an apparent attempt to avoid
occasions linkage of multiple transactions.
19 El4.3 - Customer wants to avoid | « Customer makes inquiries or tries to convince staff
reporting to avoid reporting.
20 El4.4 - Customer could not explain | « Customer could not explain source of funds
source of funds satisfactorily
21 El15.1 - Transaction is | « Transaction is unnecessarily complex for its stated
unnecessarily complex purpose.
22 ElI5.2 - Transaction has no|e The amounts or frequency or the stated reason of
economic rationale the transaction does not make sense for the
particular customer.
23 ElI5.3 - Transaction inconsistent | ¢ Transaction involving movement of which is
with business inconsistent with the customer’s business
24 El6.1  — Unapproved inward [ ¢ Foreign remittance received by NPO not approved
remittance in NPO by FCRA
25 PC1.1 - Compia1ﬁt received from | ¢« Complaint received from public for abuse of
public | account for committing fraud etc.
{ 26 T[Em— Alert raised by agent : | * Alert raised by agents about sugpig:ion
= = id Sl sminot b SPhoo L Alan rzizod b other inetiitinne  cuhgidiaries or
institution business associates including cross-border referral
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Appendix B
Red Flag Alerts:

S. No. Alert Indicator “Indicative Rule / Scenario
1 WL1.1 - Match with UN list “fzich of customer details with individuals/ entities
on varnious UNSCR Lists
2 WL1.2 - Match with UAPA List zich of customer detaills with designated|
ndividuals/entities under UAPA i
3 WL1.3 - Match with other TF list Mazich of customer details with TF suspecis on ';13!3;.
nterpol, EU, OFAC, Commercial lists (World-
Check, Factiva, LexisNexis, Dun & Bradsireet efc.)
and other sources
4 WL21 - Match with other| Maich of customer details with criminals on lists of]
criminal list Interpol, EU, OFAC, Commercial lists (World-
Check, Factiva, LexisNexis, Dun & Bradstreet etc.)
and other sources
5 TM1.1 - High value cash Cash deposits greater than INR [X1] for individuals
deposits in a day and greater than INR [X2] for non individuals in a
day
Top [N] cash deposits in a day
8 TM12 - High wvalue cash Cash withdrawals greater than INR [X1] for]
withdrawals in a2 day individuals and greater than INR [X2] for non
individuals in a day ;
Top [N] cash withdraweals in a day [
7 TM1.3 - High value non-cash Non-Cash deposits greater than INR [X1] for
deposits in a day individuals and greater than INR —[;(12] r:c—)r_‘noni
individuals in a day et
Top [N] non-cash deposits in a day
8 TM1.4 - High wvalue non-cash Non-Cash withdrawals greater than INR [X1] for
| withdrawals in a day individuals and greater than INR [X2] for non
individuals in a day
Top [N] non-cash withdrawals in a day
9 T™M2.1 - High value cash Cash deposits greater than INR [X1] for individuals
deposits in @ month and greater than INR [X2] for non individuals in a
month
| Ton [N1 cash deposits in a month
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.No. |

Alert Indicator

Indicative Rule / Scenario ‘

10 T™M2.2 - High wvalue cash | Cash v'v'i'thdrawals_ greater than INR [X1] for

withdrawals in a month individuals and greater than INR [X2] for non
individuals in a month
Top [N] cash withdrawals in a month

11 TM2.3 - High value non-cash Non-Cash deposits greater than INR [X1] for]

deposits in a month individuals and greater than INR [X2] for non
individuals in a month
Top [N] non-cash deposits in a month
12 TM2.4 - High value non-cash Non-Cash withdrawals greater than INR [X1] fori
withdrawals in a month individuals and greater than INR [X2] for non
individuals in a month
| = Top [N] non-cash withdrawals in 2 maonin
13 i TM3.1 Sudden high value Value of fransaction is more than [Z] perce s
| transaction for the client previous largest transaction for the client (or client
profile) |

14 TM3.2 - Sudden increase in Value of transactions in a month is more than [Z]i
value of transactions in a month percent of the average value for the client (or client
for the client profile)

15 TM3.3 - Sudden increase in Number of transactions in a month is more than [Z]
number of transactions in a percent of the average number for the client (or
month for the client client profile)

16 TM4.1 - High value transactions Transactions greater than INR [X] in newly opened
in a new account account within [Y] menths

17 TM4.2 - High activity in a new Number of t'r;\_s'actions more than [N] in newly
account opened account within [Y] months

18 TMS5.1 - High value transactions Transactions greater than INR [X] in dormant
in a dormant account account within [Y] days of reactivation

19 TM5.2 - Sudden activity in a Number of transactions more than [N] in dormant
dormant account account within [Y] days of reactivation

20 TM6.1 - High wvalue cash | Cash transactions greater than INR[X] by
transactions inconsistent with | customer with low cash requiremenis such as
profile Students, Housewife, Pensioners, Wages and

| zzizry Person 2nd Mind: Alocunis

21 ‘ TM6.2 - High cash activity

Number of cash transactions greater than [X] by
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. No. Alert indicator Indicative Rule / Scenario
inconsistent with profile ~ustomer with low cash requirements such as
! Studenis, Housewife, Pensioners, Wages and
salary Person and Minor Accounts
22 TY1.1 - Splitting of cash Cash deposits in amounts ranging between INR
deposits  just  below INR S .00 000/- 1o INR 9,992,893.99) in multiple accoums!-
10,00,000 in multiple accounis of the cusiomer greater than [N] times in 2a month
in a month
23 TY1.2 - Splitting of cash Deposit of cash in the account in amounts ranging|
deposits just below INR 50,000 between INR 40,000/- to INR 48,999/~ greater than|
[N] times in [Y] days ;
24 TY1.4 - Routing of funds Transactions greater than INR[X1] between more
through mutltiple accounts than[N] accounts aggregating to more than[X2] on
the same day
25 TY1.5 - Frequent low cash Cash deposits in amounts ranging between INR
deposits [X1] to [X2] greater than [N] times in [Y] days
26° [ TY1.6 - Frequent low cash Cash withdrawals in amounts ranging between INR
withdrawals [X1] to [X2] greater than [N] times in [Y] days
27 TY21 - Many to one fund Funds sent by more than [N] remitiers to cong|
iransfer recipient
28 TY22 - One 1o many fund Funds sent by one remitier to by more than [N]'
transfer recipients :
29 TY¥3.1 - Cuslomer providing Customer provided different 1Ds or Date of Birih?ii
difierent details to avoid inkage different instances
30 T¥Y32 - Multiple customers Common address/ftielephone used by multiple
working together unrelated customers
Common IDs used by multiple customers
Group of individuals conducting transactions at the.
same time
31 | TY41 - Repeated small cashl Cash deposits in amounts ranging between INR
deposits followed by immediate [X1] to [X2] greater than [N] times in [Y] days
ATM withdrawals in different followed by immediate ATM withdrawals in different
location location
32 TY4.2 - Repeated small value Account to account transfer (RTGS/ NEFT) from
| tranefare fram ynralatad nartiac iinralatad nartiae in amoannte rgnging hetween INR
| Y
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S. No.

Alert indicator

Indicative Rule / Scenario

followed by immediate ATM

withdrawals

[X1] to [X2]

followed by immediate ATM withdrawals

greater than [N] times in [Y] days

33 TY4.3 - Repeated small value Inward remittance (especially from high risk
inward remittance from countries) from unrelated parties in amounts
unrelated parties followed by ranging between INR [X1] to [X2] greater than [N]
immediate ATM withdrawals times in [Y] days followed by immediate ATM

withdrawals (especially other banks' ATMs)

34 TY4.5 - Repeated small value Inward remittance (especially from high risk
inward remittance from countries) used for purchase of communication
unrelated parties used for equipments, tickets, hotel booking etc.
specified activities

35 TYS.1 - Majority of repayments Card repayments greater than INR [X] amount ¢
in cash cash in [Y] days

Card repayment in cash is greater than [Z] percen
of repayments in [Y] days

36 TY5.2 - Large debit balance in Debit balance in credit card is greater than INR[X]
credit card

37 TY53 - Large value card Card usage greater than INR [X] for jewellery (MCC
transactions for purchase of 5944) in [Y] days
high value goods

38 TY5.4 - Large vaiue cash Cash withdrawals greater than INR [X] against
withdrawals against international international card in [Y] days
card

39 TY5.5 - Repeated small value Cash withdrawals against international card in
cash - withdrawals against amounts ranging between INR [X1] to [X2] greater]
international card than [N] times in [Y] days in focations with known

terrorist incidents

40 TY5.6 - Large repetitive card More than [N] transactions at same merchant
usage at the same merchant aggregating to more than INR [X] in [Y] days

41 TY7.1 - Repayment of loan in Loan repayments in cash greater than INR [X] in
cash [Y] months

42 TY7.2 - Premature closure of Premature closure of FDR for amount greater than|
large FDR throuch PO/DD INR X1 within [N dave and navmant hy DO/NN

43 TY7.3 - High number of cheque

leaves

Greater than [X1] number cheque leaves issued for

savings bank account and [X2] number of cheque
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[S.No. |

~ Alert Indicator

Indicative Rule / Scenario

‘==ves ssued for Current account in a period of [Y]
days
| 44 TY74 - Frequent locker e Number of locker operations greater than [X] times
operations in [Y] days
45 RM1.1 - High value transactions | « Transactions greater than INR [X] by high risk]
by high risk customers customers
45 RM12 - High value cash| « Cash transactions grealer than INR [X] in!
transactions in NPO | Trust/NGO/NPO in [Y] days
47 RM1.3 - High wvalue cash| « Cash transactions greater than INR [X] related to
transactions related to real real eslate transactions in [Y] days
estate
48 RM1.4 - High value cash| e Cash transactions greater than INR [X] by dealer in
transactions by dealer in precious metal, precious stone or high value goods
precious metal or stone in [Y] days
49 RM2.2 - High value inward| e Inward remittance greater than [X] value
remittance aggregated in [Y] days
[ 50 RM23 - Inward remittance in a | « Inward remitiance greater than [X] value in a new
| new account _ account within [Y] days
51 BRM24 - Inward remiltance | « Inward remittance greater than [X] value in [Y] daysi
inconsistent with client profile in account of Siudents, Housewife, Pensioners,
Wages and salary Person and Minor Accounts :
52 RM3.1 - High value transaciions P Transaction greater than INR [X] involving al
with a country with high ML risk country considered fo be high risk from the money)|
laundering or drug trafficking perspeclive.
53 RM3 .2 - High value transactions | « Transaction greater than INR [X] involving tax|
| with tax havens i havens or countries that are known for highly
I | secretive banking and corporate law practices. '
54 M4.1 - Transaction involving a | «

country with high TF risk

Transaction involving a country considered to be

high risk from the terrorist financing perspective.
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Appendix C

ILLUSTRATIVE EXAMPLES OF ‘GROUNDS OF SUSPICION’

The following are some of the illustrative examples of ‘Grounds of suspicion’ which may lead

to a conclusion about the suspicious nature of the transaction (these are covered by the RBI

in its various circulars or |BA guidelines)

D)

i)

i)

iv)

vi)

vii)

If a branch has reason to believe that a customer is intentionally structuring any
transaction into a series of transactions below the threshold of Rs.50000/- (Rupees fifty
thousand). The branch should verify identity and address of customer and also
consider filing a Suspicious Transaction Report (STR).

In the circumstances when a branch believes that it would no longer be satisfied that it
knows the true identity of the account holder, the branch should also file an STR.
Branches should pay special attention to all complex, unusually large iransaciions and

all unusual patterns, which have no apparent economic or visible lawiul purposs

expected activity of the customer should particularly attract the attention of the branch.
Very high account turnover inconsistent with the size of the balance maintained may
indicate that funds are being 'washed' through the account. High-risk accounts have to
be subjected to intensified monitoring.

Branch should exercise ongoing due diligence with respect to the business relationship
with every client & closely examine the transactions in order to ensure that they are

consistent with their knowledge of the client, his business and risk profile and where

‘necessary, the source of funds.

If a branch has reason to believe that a customer is intentionally structuring wire
transfer to below Rs.50000/- (Rupees fifty thousand) to several beneficiaries in order to
avoid reporting or monitoring, the branch must insist on complete Customer
Identification before - effecting the transfer. In case of non-cooperation from the
customer, efforts should be made to establish his identity and STR should be made.

Wire transfers lacking complete originator information shall be identified and this must
be considered as a factor in assessing whether a wire transfer or related transactions
are suspicious. If they are found to be of suspicious nature then STR to be created.

“Money Mules” can be used to launder the procesds of fraud schemes (e.g. phishin

(i®]

and identity theft) by criminals who gain illegal access to deposit accounts by recruiting

third parties to act as "Money Mules.” The operations of mule accounts can be
ool Leonohos SN it Snidalnas onntainnd notho DO Cirndlare an KV

Branches are, therefore, advised to strictly adhere to the guidelines on KYC issued and

to those relating to periodical updation of Customer Identification data after the account

Page 55 of 66



A

Vi)

ix)

xi)

is opened. Branches are also requir=c o monitor transactions in order to protect
themselves and their customers from misuse by such fraudsters.

Branches are required to apply enhancec due diligence measures on ‘high’ and
‘medium’. risk customers. Accordingly. branches are also required to subject these
‘high and medium risk accounis’ io miensified fransaction monitoring. Higher risk
associated with such accounts should be 12kan into account by the branches to identify
suspicious transactions for filing STRs.

It is likely that in some cases transactions are abandoned/aboried by customers on

being asked to give some details or to provide documenis.

The branches should report
all such attempted transactions in STRs, even if not completed by customers. These
should be reported irrespective of the amount of the transaction. Branches should raise
STRs if they have reasonable ground to believe that the transaction involves proceeds
of crime irrespective of the amount of transaction and/or the threshold limit envisaged
for predicate offences

The transactions that give rise to a reasonable ground of suspicion that these may
involve financing of'the activities relating to terrorism should also be reported.

When a business relationship is already in existence & it is not possible to perform
Custorr;er Due Diligence on the customer in respect of the business relationship STR
io be created.

Accounts of persons under investigation by any regulatory authority should be reported
as suspicious.

It is imperative that the bank has a system in place, which will ensure that the account
of the person of any dubious back ground is not opened or any suspicious transaction
if routed through the branch will be identified. The CIP module of the AML package
throws the alerts, if the name of the accountholder is similar to the name of the persons
enumerated in the various lists uploaded in the system (UN sanctioned Terrorist list,
Mumbai Police List, RBIl cautioned list of exporters). If the branches are unable to
establish if the true identity of the account holder is different from the name appearing

in the list, then the same need to be reported as STR.

Subjective test for identifying suspicious transactions:

The review of pattern of transactions in the account and other related information provides

an insight into intended purpose of the transaction. Examples where such review can assist

in meeting the subjective test that 'gives rise to reasonable ground of suspicion’ is as follows:

A

Troncoctinn nattarn ara not eongistent with normal business, personal, remittance or
tourist spending activity. For eq: High value transactions in the account of a maid

servant, tailor etc.;

Page 56 of 66



i)  The amounts or frequency or the stated reason of the transaction does not make
proper business sense or not commensurate with the profile of the customer, say
student, etc., .

i) Large number of transfers received at once or over a certain period of time which is
much greater than what would be expected for such a receiver;

ivy Unrelated sender or receiver;

v) Customer who travels unexplained distances to conduct transactions;

vi) Migrant remittances made outside the usual remittance corridors;

viiy Personal funds sent at a time not associated with salary payments;

viii) Several accounts with same authorized signatories/introducer;

ix) Cash deposited and transferred to own account with other bank or veceversa;

x) Property transactions though cheque/RTGS in a newly opened account;

xi)  Walk in customer esbecially saying that he does not have any bank account till cai=;

xii} 1t should be ensured that the business transactions are not routed through oiher e

the business accounts. eg: Business iransaciions 1

ed
Ed thiougn

should be treated as suspicious.
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Appendix D

" Details of the element of Suspicion in the new reporting format

Element

Description

Length

Mandato.

‘ Source Of Alert

Source of alert for inttaton of the STR.

Permissible values are
CV — Customer Venfication
WL - Watch List
TY - Typology
TM - Transaction Monito
RM - Risk Managﬂ"z":'ﬁt S
MR - Media Reporis
LQ - Law Enforcement Agency Query
El - Employee Initiated
PC- Public Complaint
BA — Business Associates
ZZ - Others
XX - Not Categorised

ng
‘S

em

Yes

Alert Indicator

Red Flag indicator which had generated alert resulting

in STR.

The reporting entity may use a standard language of
the red flag indicator. The reporting entity may use the

language used in the instructions of the regulator or
communication of FIU-IND.

One STR can have more than one Alert Indicator. In the
XML format more than one indicator can be mentioned

for a report. In the fixed text format, the number of

| indicators for a report is limited to three.

100

No

Suspicion Due To
Proceeds Of Crime

AMhether the suspicion is on account of clause (a) of

Rule 2(1) (g) relating to proceeds of an offence

specified in the Schedule to the Act, regardless of the

value involved.

Permissible valuss are.

Y- Yes
N- No
X — Not caiegorised

| One STR may be related to more than one clause.

Yes

Suspicion Due To
Complex Trans

unjustified complexity.

Permissible values are:
Y- Yes
N- No
X — Not categorised

| One STR may be related to more than one clause.

Whether the suspicion is on account of clause (b) of
Rule 2(1) {g) relating to circumstances of unusual or

~ Yes

(o)1
(@2
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Element

Description

Length

Mandatc

Suspicion Due To Non
Economic Rationale

Whether the suspicion is on account of clause (c) of

Rule 2(1) (g) relating to no economic rationale or
bonafide purpose.

Permissible values are:
Y- Yes
N- No
X — Not categorised

One STR may be related to more than one clause.

Yes

Suspicion Of
Financing Of Terrorism

Whether the suspicion is on account of clause (d) of
Rule 2(1) (g) relating to financing of the activities
relating to terrorism.

Permissible values are:
Y- Yes
N- No
X — Not categorised

Yes

Attempted Transaction

Y-Yes
N- No
X — Not categorised

0
1

Grounds Of Suspicion

Summary of suspicion and sequence of events
covering following aspects:

» Background/profile/occupation of the customer

and other related individuals/entities.

« When did the relationship with the customer
begin?

 How was suspicion detected?

¢ What information was linked or collected during

the review process?

» What explanation was provided by the subject(s)

or other persons (without tipping off)?
Summary of suspicion

» Whether the suspicious activity is an isolated
incident or relates to another transaction?

¢ Who benefited, financially or otherwise, from the
transaction(s), how much, and how (if known)?

« \What is the volume of fransactions in reporied

accounts in the financial year, and what is the
volume of cash transactions?

o Whether any STR filed for the customer earlier?

enforcement authorities.

S /WY GGGIGGHGH monmauon hal iingin adsist iavy

4000

l}

Yes

Page 59 of 66



Element

Description

Length

Mandato

Details Of
Investigation

Details about investigation be ng conducted covering
the name of agency, contact person and contact
details.

The investigation could be both int
entity or any investigation oy
In case of law enforcement

contact person needs 10 o2
LEA Details below.

4000

No

LEA Informed

LALE LI -

about the incident reported

Whether any Law enforcement

Permissible values ars:
R - Information received
S - Information sent
N - No correspondence sent or received
X - Not categorised.

Refer section 11.1.7.2 for further details on
enumerations.

Yes

LEA Details

Contact details of person in the law enforcement
agency which is conducting the investigation.

The details of the investigation should be furnished
under Details Of Investigation above.

250

No

Priority Rati

| reporiing entity.

| section 11.1.7.3 for further details on enumerations.

Priority attached to the report as per assessment of the

Permissible values are:
P1- Very High Priority

"2- High Priority

~ Normal Priority

YW hlsd o~ = .
X- Not categonsed

o {an v i |
(o T

The reporting entity can attach P1 priority for reports
which requires immediate attention of FIU. Refer

Yes

| Report Coverage

Whether all the suspicious transactions are covered or
a sample set is being reported?

Permissible values are:
C - Complete
P - Partial
X - Not categorised

Refer section 11.1.7 .4 for further details on
enumerations.

Yes
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Element

Description

Length

Mandatory

Additional Documents

Whether the reporting entity wants to submit additional
documents separately for the STR.

Permissible values are:
Y - Yes
N - No
X - Not categorised

The reporting entity can’t upload additional documents
with the report. They will be sent a separate request for
providing additional information.

Yes
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Appendix E

Indicative List of High / Medium risk customers

The following lists are indicative and can bs =xpanded. The banks have the option to

upgrade the risk categorisation (i.e. madium 1o high) for any specific industry / segment.

Characteristics of High Risk Customers

4
i

8]

B

Individuals and entities in various United Nations' Security Council Resolutions

(UNSCRSs) such as UN 1267 etc ;

Individuals or entities listed in the schedule to the order under section 51A of the
Unlawful Activities (Prevention) Act, 1967 relating to the purposes of prevention of,
and for coping with terrorist activities;

Individuals and entities in watch lists issued by Interpol and other similar international

organizations;

Customers with dubious reputation as per public information available or

commercially available watch lists;

Individuals and entities specifically identified by regulators, FIU and other c'ompetent‘

authorities as high-risk;

Cusiomers conducling their business relationship or transactions in unusual
circumsiances, such 2s significant and unsxplained geographic disfance between
the institution and the location of the customer, frequent and unexplained movement

of accounts fo different institutions, frequent and unexplained movement of funds

Customers based in high risk couniries junscictions or locations (refer Appendix G);

Politically exposed persons (PEPs) of foreign origin, customers who are close

r:

11}
W]

tives of PEPs and accounts of which a PEP is the ultimate beneficial owner;
Non-resident customers and foreign nationals;
Embassies / Consulates;

Off-shore (foreign) corporation/business;

. Non face-to-face customers;
. High net worth individuals;
. Firms with 'sleeping partners';

. Companies having close family shareholding or beneficial ownership ;

’

Czlios cwniCicing SUUSTUIT3, wikch Cail fane 1 casier W conceai

underlying beneficiaries, where there is no legitimate commercial rationale;
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17.

18.

19.

20.

21.

22

23.

24.
25.

26.

28.

Shell companies which have no physical presence in the country in which it is
incorporated. The existence simply of a local agent or low level staff does not

constitute physical presence;

Investment Management / Money Management Company/Personal Investment
Company;
Accounts for "gatekeepers" such as accountants, lawyers, or other professionals for

their clients where the identity of the underlying client is not disclosed to the financial
institution;

Client Accounts managed by professional service providers such as law firms,

accountants, agents, brokers, fund managers, trustees, custodians, etc;

Trusts, charities, NGOs/NPOs (especially those operating on a "cross-border™ basis})
unregulated clubs and organizations receiving donations (excluding NPOsMNGOs

promoted by United Nations or its agencies);

Money Service Business: including seller of: Money Orders [/ Travelers’ Checks
Money Transmission / Check Cashing / Currency Dealing or Exchange
Business accepting third party checks (except supermarkets or retall stores ihat

accept payroll checks/cash payroll checks);
Gambling/gaming including “Junket Operators” arranging gambling tours;

Dealers in high value or precious goods (e.g. jewel, gem and precious metals
dealers, art and antique dealers and auction houses, estate agents and real estate
brokers);

Customers engaged in a business which is associated with higher levels of

corruption (e.g., arms manufacturers, dealers and intermediaries;

. Customers engaged in industries that might relate to nuclear proliferation activitics or
explosives;
Customers that may appear to be Multi level marketing companies etc.

Characteristics of Medium Risk Customers

1.

2
3.
4

Non-Bank Financial Institution;
Stock brokerage;

Import / Export;

Gas Station;

Car /| Rnat / Plane r\cx‘:xlarghinj

Electronics (wholesale),
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15.
16.
17.
18.
19.

Travel agency;
Used car sales:

Telemarketers;

. Providers of telecommunications service, niemet czfe, |IDD call service, phone

cards, phone center;

. Dot-com company or iniernet business;
. Pawnshops;

3. Auclioneers;

. Cash-Intensive Businesses such as resiaurants, retail shops, parking garages, fast

food stores, movie theaters, eic;

Sole Practitioners or Law Firms (small, little known);
Notaries (small, little known);

Secretarial Firms (small, little known);

Accountants (small, little known firms);

Venture capital companies.
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Appendix F

Indicative List of High / Medium risk Products & Services

T

© ® N O O » o N

11.
12.
13.
14.
15.
16.
17.

18.

Electronic funds payment services such as Electronic cash (e.g., stored value and

payroll cards), funds transfers (domestic and international), etc
Electronic banking

Private banking (domestic and international)

Trust and asset management services

Monetary instruments such as Travelers’ Cheque

Foreign correspondent accounts

Trade finance (such as letters of credit)

Special use or concentration accounts

Lending activities, particularly loans secured by cash collateral and marketable

securities

. Non-deposit account services such as Non-deposit investment products and

insurance

Transactions undertaken for non-account holders (occasional customers)
Provision of safe custody and safety deposit boxes

Currency exchange transactions -

Project financing of sensitive industries in high-risk jurisdictions

Trade finance services and transactions involving high-risk jurisdictions
Services offering anonymity or involving third parties

Services offering cash, monetary or bearer instruments; cross-border transactions,

etc.

. .’\“ ~
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